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Objective: The purpose of this research is to examine the role of the United States intelligence
community in the recent data-driven war against the Islamic Republic of Iran, drawing a
comparison with similar targeted operations against Russian commanders in Ukraine.
Specifically, the study investigates the global consequences of violating individuals' right to
privacy from the perspective of international law.

Methods: This research employed a descriptive-analytical method, focusing on the right to
privacy of individuals to examine the actions of the American intelligence community,
particularly those leveraging artificial intelligence, in the global violation of this right.
Primary sources related to CENTCOM's cooperation with the Israeli regime were reviewed,
drawing upon credible scientific reports from think tanks and research centers, as well as
official statements and declarations.

Results: The findings of this research indicate that over the past two decades, the United
States has developed data-driven warfare by leveraging artificial intelligence technologies,
leading to violations of individuals' privacy in multiple jurisdictions, including Russia and
Iran.

Conclusions: The findings of this study suggest that, according to explicit statements made
by the US President on November 6, 2025, CENTCOM, under the command of General Erik
Kurilla, played a role in the direction and control of the conflict that began on June 13, 2025.
This involvement extended to specific operations, including the targeting of several
prominent university professors, senior military commanders, and their families in residential
and civilian areas. Such actions constitute a flagrant violation of the right to privacy, given

the long-term collection and continuous processing of these individuals' personal data.
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EXTENDED ABSTRACT

Introduction:

On June 13, 2025, the Zionist regime, in flagrant violation of Article 1(1) and Article 2(4) of the Charter of the
United Nations, carried out the assassination of several prominent university professors, scientists, senior military
commanders, and their families in residential and civilian areas during the initial wave of an armed aggression. This
aggression persisted for twelve days, and owing to the Security Council's inaction, the assassinations continued
unabated. Contrary to the official statement issued by U.S. Secretary of State Marco Rubio at the onset of this military
aggression, President Donald Trump, on November 6, 2025, publicly claimed responsibility for both the armed
aggression and the aforementioned assassinations - a claim that implies U.S. "direction and control" over these data-
driven killings. This form of algorithmic warfare, enabled by artificial intelligence technologies, has a documented
precedent in operations against senior Russian officials and commanders in Kharkiv, as well as against leaders and
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commanders of the resistance front. Accordingly, this research aims to examine the role of the U.S. intelligence
community in the direction and control of algorithmic warfare, and to assess the global consequences of violations of
the right to privacy.

Method:

This study, with a focus on the right to privacy under international law, employs a descriptive-analytical and
comparative method to examine the U.S. intelligence community's Al-based actions in the systematic global
infringement of this right. Primary sources and documents concerning privacy violations in data-driven
assassinations—specifically in Russia and Iran - were considered in light of the requirements of the comparative
method. The analysis draws on credible scientific reports, publications from think tanks and research centers, and
official statements and declarations regarding the strategic ties between the Zionist regime and CENTCOM from 2020
to 2025. Furthermore, to substantiate the U.S. intelligence community's role in directing and controlling these data-
driven wars, the study reviews over four decades of this community's engagement in the development and application
of Al technologies and data-driven warfare, based on the work of internationally recognized scholars and official
pronouncements by relevant authorities. The issue of data-driven warfare is thus analyzed with due attention to its
origins, credibility, legal implications, and the preservation of informational integrity, thereby ensuring that the
principal findings and conclusions possess the requisite validity.

Findings:

The findings indicate that, over the past two decades, the United States has developed a new
model of data-driven hybrid warfare through the strategic deployment of artificial intelligence
technologies. Within this framework - characterized by effective "direction and control" in
conflicts involving Ukraine (NATO) and Russia, as well as Israel and Iran - the United States has
undertaken extensive and sustained actions aimed at violating the privacy of individuals in Russia,
Iran, and their regional allies. This model is currently expanding within the Indo-Pacific Command,
driven by the U.S. - China trade war over 5G and Al technologies, and is similarly manifesting
within the Latin American and Caribbean Command. Consequently, we are witnessing an invisible,
data-driven global war that various nations are developing under transnational alliances.

From a human rights perspective, the most serious threat posed by such data-driven warfare is
the large-scale violation of individuals' right to privacy. Moreover, under the Charter of the United
Nations, these activities constitute a threat to international peace and security. Given the existing
legal and structural lacunae, coupled with the ineffectiveness of the United Nations - contrary to
Article 1(4) of the Charter - the Organization's central role in coordinating collective action for
common objectives is being progressively eroded. This trend risks undermining the vision
articulated in the Preamble to the UN Charter in the contemporary era.

Conclusion:

The results of this study demonstrate that the development and application of artificial
intelligence technologies within the American information society spans nearly half a century.
Specifically, in the context of the Special Forces' data-driven overseas operations, the use of such
technologies has persisted for almost two decades. Numerous documented cases of Al-based,
data-driven operations in the West Asia region - particularly those corresponding to the first part
of the second hypothesis - indicate that the joint operation conducted by the United States and
Ukraine on May 1, 2022, against the Chief of Staff of the Russian Army and several senior Russian
officers in Izyum, Kharkiv, constitutes a concrete example of these unlawful activities. In
accordance with the second part of the second hypothesis, and in light of explicit statements made
by the U.S. President on November 6, 2025, CENTCOM, under the command of General Erik
Kurilla, played a decisive role in directing and controlling the imposed war of June 13, 2025, and



in the assassination of several prominent university professors, senior military commanders, and
their families in residential and civilian areas. Given the long-standing collection and continuous
processing of these individuals' personal data, such actions amount to a grave violation of the right
to privacy. Finally, consistent with the third hypothesis, the findings reveal that the United States
has engaged—persistently and with full knowledge—in the violation of the privacy rights of
citizens of UN member states, through the systematic collection and processing of big data
pertaining to military command structures, including CENTCOM.
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. The National Security Agency (NSA)
. Data smog
. Stovepiping

[ S R



1Fed jlgo (DY 2la) ) 0,las 1D 0,90 (5 5 pole dolilias \Y

eshas Ghgn 135 plel o] 13 o8 5,5 a3 T o SNl e 85 il & ()55 il Ml 139l 5 psle 35
slagygers (Sl 93,5 wlss Jie iz ) Jxie |y (yte GlaSin s slago 5 biloglon o (239, (lon &
byl (VN e S5 (95 cihge) Wit e ()8 Slad a8 alie & 38 dngin |y (Savae Gisn
= yoge e VL SleMbl dnaly g9 Jl 95 g (VoVY g S 9 0952 cilge) €pil Jud (owgle? 5 SN
(SO PaS> g A 3O ouie WYL Cud gano Julxd
5 gk ll oo o 1) (eguan Gagn AW and LT [l g esias Shgn e 09 Sl Ly Kyel SNl anile
ol o ol 03l plosl 49 BB Jas cloladl ‘C)T s bl 80,00 (dlp g sl odly 18 555 alyglis claasl
939l 45 c0 .l 4B3S Lo ¥ 290> ;> ] (Su,b aicdi | b K0 pel SleMb] dnels 13 cgine g olSls
ozl llid pogMle wundg (nl 2980 5 P (ol SLlgj J) 429 LB (s pgal (Sloye solBgd > 93
o yawd( wdoxio SV glacuwlus g bLaEl p U yles gl j3 0081y 5 Sles (sboojlocp yuily HLad] ) o ylis b
o) S0y 390 Egiie (clad SIS 15 g LayguiS (505 glS] yetume (cgi (slaodls 4 (Vo VF ¢ ko) € 5ol g odumen
S (o o (S (ol g SN (oS Sl (ABly g
el g0l o s Mo 25555l 3534l 5 0 3 il yeS o stoete VL] oMol ansly ¢ ol yobo 4 blo )l cysed 5
iyt s 3 Sl sl ol o sl e siz g el (S Sl (S ope b el V) 5l an (VL ]
03518 25 b 1y Ul ogas 1> g pladl atio o p3j0 (MS” (glmodls (a3l 9 ST (6] oz 2 G s yokay
acgasmo b (SleMbl drols ailjglid S0l (sloslled ylo Slas oo (S5eRa (0l dllus 3935 b g Cuwl 63903 dnlgn (4
oz 2 S L Ll e g Lo LBsis (slaybein gl 3 ledbl A)gi g b 3l L3l s g bayloa ) (o]
ok (oS5 L g 2 292y pils Jlo ) )8 Blad g ol Sl p3lSe (V20 Ve (qdomo o) (st (35> sl
5 @5utd b tmdg iz & b U (Y0 V0L Vo) mutin 59y oo 5 L) o gas 13 Lo o3l ] cslis (ol
oS Ko )l anily Jss 1y o3l oases (gl ools jl cblis ) S a4 i |y jgiS ol p310 03108 (ooleiel o
(VE Yol Paaine g 153) o ()36 g gl bl emman sasie VL] aS i g5 os ol plo (VVY () Ko 4
® 0 S B3R (ol Slag 5 (9 CuaSl e lp Sl )il Sl eges sla ool Sl cBlas
(V¥ copl g 9 (2L « Gz 535000)3

O 9 Sgan her (Sbulud 3,5 Sl ans 93 4 B (el job a5 s oo LIS cow) SS9 Sl (o)
e Syl )l lsieds is)sld ol 58 B ol 5l o 9 59080 alex 21l (Blig 8 b 5 094 davgsyglid
(Y'Y\“ ‘9’“‘“)5 9092 ‘u‘)?‘) Slodds sl L)] Ll 9 ‘jkj‘_i.’
Oleile 6y (Sl 3,5, b (e gian oo (sbaofgn (nyimte jl (Se &5 W3 o0 LIS (goy Sl )15 5 Sl
srodls Gl gy slaply (2osl ) Clicumdge GleMbl a5 ()38l 5 fcanl (55595 VL )l 38lp 5 €S 5 b Lo
oy ol 2ged L35 gl e cawd a4y (bl slaldges g gl S grans daaids QB ,> 8w dlwl ¢ il aS
03905 ledl ol g SleMbl clad )8 jskaindy M claodly (slaasgazmo (g9lS00l> (gl Jl38lp 5 pl cudlo 4w 3ol

2 Kool SleMbl anels ) (osime Ghgn slod )l cnpnre 3 S ol (V0T g S g o5 o) 22

I The Belfer Center for Science and International Affairs
2 The director of national intelligence (DNI)



'Y G pof (M) arole gl (Lyiao Sigh b pogas ot o Ao AT slooly 9 Mol o Goi>

5 eadild 5 duwgy b il d yg5 50 eae YLl e S 9 colun (V0 VE (S col ol oleM)
D)ol Bl pogad o 3> an p YD &S cwlacldes (pl 55l dged 90 Syl lasle,d

aagy Qoo )d )95 55 S g Colam )

Mo o6yl 83 )3 o Sl (gy2ma 285 0] )3 (S5ime S50 Slaisyskd o (S5l 5 gy S odign L LI
axsly )5S g colam sl I ot diniin (V0 V€ () o) Jliswd claepSiun 5 Sledbl clacllos ¢ ol

o3 3 i igh S5 5 dmsh (Sl 4y o] o S0 S VYT w5 b S s
4y g 5 il 5ol S Ll (Y0 V9 (S5,8) 050 35 pee it sl Bl (oo Curlio (150 3 5 951 (55
5 Jhe g Sl s o g 2008 T lacaldy (T L (esias (asm )3 B)b g3 ym a5 WS s (K> oyl
sl el e s Ko J) (50) (208 (sguae Shgn clagld Bumdaneg 4yl jas YL
S e ool i lase ol slaa S

0ol sk g (2 eSS by dile o Sty (Sl > K opl 3 e panie a0l
iy dmodls Jisl 4y T o yzd (6l € ST pmagh® pgman (¥4 Y E iy Y 0 Y0 (($ 1ou8) sl oo YL
(S e dodgh glaaSd 5 S (ST sladligy ) ol plog > (ki o (9 (2lon laailel ;> « pSaalil
IS 2 03 1S ebls 1) L (Y Y E Jas) GV (o ol 5 bl b iy clapalys oo «slplo»
2 Slhdes (ol mlio plod I (slaSis 395 pidinsllo 3o )b 5l 5 Canl 03,8 Wl (59500 jids o collas adlo,d &y aodls
2B Sl gla gy jlondganadds GleMbl b gl sbodly (gilwdn )L polu g Lad dot ¢ yeoj calises g glaw
355 st M ol 31,

9y gy Sl 3590 5> B> Ml Il Sol S5 g gilodlil Jgb )3 & casl ) dag BB 4SS
G ey wile Gyl slocS s cpmman (Y0 VY (g US) 5,8 00131 5,500 383 S (el 5 05 aieo o
laosly (g ST il & 5 (o)l (Ko slacsblas I lojlgnle ysslas s b € AILST Luson 5 « 2SS (Kl SIp
233 Jb 53 KB jobo 4y gy 18] Glpudl I (ro ol yon el Sol 13 0329 (ollas Cliles Jgtuns plio g dp,
Ol dliw by D95 g W ALiS dliw )l pudl l golasd calas pl j0 a8 )5 )18 o (6 S B )50 Aiwd )55 4
XS oo &l )| saziie YL S g culin cod |y Hemenaly Kix wds (6o oS jidie callos (pl L0 g0 35 A
a5 Sy 90" S pal oasio YL 3 plgn oaioe  2ileyd dy Caniiio mad (Som J Syt oo opl (gilwodls § &)k
5 dpgy Siz 9 b )5 oo Simlan |y (0l Sol slogye (350l YN0 Jlo 5l lall ¥ pliagy 1o 48 (2ilo byl
Jbo 51 oS ol el 00ld @l 1) jemmeoald (g8 CBan alas 1ol Sol (clagys 3l (6598 Sldes Slusidy il o opl Sl
2 o SYL o Sllas (slagy lasileyd 5| SO olgeds a5 T, SOyl 155 psileyd o YAVY Y-

. The software company Palantir Technologies
. The XVIII Air- borne Corps
. Weisbaden
. General Erik Kurilla

BOW N =



1Fed jlgo (DY 2la) ) 0,las 1D 0,90 (5 5 pole dolilias V¥

oz IS g colia (g (s g eage5 Jie (I ol 4y ol 5 e biael g i sl 0 cov laslid]
Ogmen & (2l s Dy Tomgied gt S 155 053 Gedile 1) (2l 09t | an Sl 039 oo
S gal 0325 slog iyl nl plgiear g Jos 3 1) mensls slacillas (ludlidl 5 5le )3 oh2g Sllas (slagys > M8
g2 00 &) IS 4y I pel (51 0 plgm AY S osile)d plgisds (e 9 05

g ollipd (35 aS) pie o olatl b ol eaioe (aaile)f dliw ) (dlapd i 4SS L gagisd 5 MbysS
Lo ol b 4 g2gi93 bl b g 3,8 sl 1) p5Y SV 5 et ¢ pollsi g pollsipué (gloodly Jlaasiie plascid
Slojle S 4 o ol & 358 Jolbs el b win)S sliscd 1) jepde ! pde 5 iS5y YeVY Jl
4 b slad > o (6bs) (e |y b S Ban o fte Sl (o Cendlg plojle (e 3980 A5 joPmendls
LSS g b

RV CSph g)en 5 (B Slatds 4 5B ey Mol g dawg lp G cpl g2ge it bl
Ol 3 losin £B5 &lig & (6l 8lp 5 Sy ) L g sl Yoo Jlo 1o & 38,8 1ol 03 (Sin (6590555
3 (200l diliste (classly 4 o] padtane (B9yd 4 Egpi Yool Jlo ,d g cowl atily 8 )lie sdse VLI Lo cuial
Ly b dalge <Sy8 cnl 3l b obodsl e gag9s 9 Yhjes Vo) Jlo 3 38 plsldl 5 5lhe saclles
505 Wil (S i o dobidian pousd ) € sto M oyl o3 Sl b (63Mee Yo VY o olo )3 3V oy dolol (¢ pSiun
(o9sUSS) Cusl 03l 258 i L) Sllee ol (s S Ban l3 (bl ae 5L g wlbliswe (glallie ;> Cony ySiily
(Y2 V2 508) Jlomd S gl lgis s 03 ) (wles CBlaal ale YoYY Loy jgomonsls Slilas (680 yran (V2 YY
ol i (gilwodly pliw axle 3 059 ST )0 eiST VYT JSTY Gl s s

ol olasiled 5 laadils y55 50 S g colaa Y

ey D5l 09, VY Ko )0 olpl (lasle,d g el jo,5 5 odsiie YU S 5 colis gt b b3l o
VL) jaan oty YTyl & 2o Ll Camyle )5 as Yl (sd slb o)l 55 5 it ,S53 5 00 oy sl L5
ol Sl LB 9550 ol codxio

2leyd 4 Yosstio VLI obg,l 2l dilaie I udgnteo w2y consl i cgd yuis ailinl 3 Y-V 951510 )3 .l
b lSan 53 el ol 5 il S 5 i 3 s3ymmly i S0 S5 Jlil (gl 5 it oISt (55550
iy ol ol Lo el Sllllas 35 50 Lawsgs oS (231534 (elal 2 095 g0 Coguime Lol 6 dilaie )3 (Fuiteo 25
ol b derlge 53 ohagtr csldibate gtitel Gl S 4 ot cusl b mensd ol il 00 it ol b o> 4,
ol 31 e Ll (gl 48Uy il ot gty Tyl plSias by il Ll 45" Cansl 0 gus ped cadlooly gl 3 5 Amls
el asds amy blgl 5l gl slasbu g pliu lasile 3 b Sluls 5 il o piren .ol 48,5 S5 50,45 § dawe
ISt 5 gl ilayd 59 5 iyl 55 (o el (5SS U S, 85 05 G55 V8 Sl ) 5 o 0
Slade b gloj ol 5l g oad Ll |8 and S sgae aibisee JUI cpl o)) 3929 ¢l pl (25 JS 5w () glae el
i U3l ) Lol dalyy sl @il aslyl colall 53 gyl ale s i 43 o iyl 5 Baas ol oyl 5 lasileyd
AWM oyl ] ol Slausgs ade LSl ol 5 oy (slo)yauiS S line b (slaalaio M S dloul 55 sdsio YL 4 S8
polp o0l ol cod (datlate sl Sl izmen g odote SYLI oo oy (el Lalg) S (sl syt
S Slegoge . pldd 5 hjgel ((Sge 15 £Bd (algm £B3 u g b ojslie (FEM] 5 adgl slo e alox Sl S o

!'. General Christopher Donohue
2 The United States European Command (EUCOM)
3 . The United States Central Command (CENTCOM)



10 G pof (M) arole gl (Lyiao Sigh b pogas ot o Ao AT slooly 9 Mol o Goi>

Ol b VeV 4915 V0 3 TS5 ol Cuslow sl EEly Ao 3 o )bgls Cuisl 0je A3 Ko}y (sow ]
el 4818 w2 3)90 cdulie

)l )3 o (23100 3 &S jobolon 1l Culgtus )9 4 Kapel (25) (2lg)l (pile)d S| sigaee wy S o
O s b 53wy ol 4 Gl a0l el o puiiio Tlblu — (1K (60 puly Slalllas S 10 Lawgi VoY 498 VY
spi inlS gy (aldilaia mos plAE| Sy gicds Cales 15 8 ol sl gl (leilaie o] Sy (555 yo e
Sllos slag)San 5 385 o siluodlel gsgllon ) sl Siv sy Grizmon 9 3950 s ST 059> 1 (]
VoYY oY) hleioo s 1) 05059,

03 4 Stusgieo wfy JE )bl Coles ogad )3 TG sl Lo el (el (50 Ao (51 ol 2
2150l dusge Jole oo g ) o SudsSlo JSGlo &5 liram 2, ST Yo Y st g Lol Sl a8 plsizs mile b
ol adde Moy Ko 155 ol oo b canleg 9,509 Coan 5 ol g2 I 38505 b (53L pueid (al cl 03905 oL
(VoYF i) cunl 03] 08) €t Syl s So» plgiedr Wl o |y (005 Sl (Sialen 5 485 & 50
oledl oy oollas plaileyd g luiadtils y9 5 5 ol arle (ol ol SET o iguree w25y ol plio S &S (o090
(Y YY dair) o BLEN cal g 09 ol Sy Sin nl g 55 31 edoete VLI 5] 4l £3500
W8I b0 3ol L pl 4 YYD 0595 WY jolos J5S 5 ol > g0l joren ey Bl (bl
ol sl o pMel e 5 oy ysb 4 VoYY Jlo 3l o ol (slacyjgele g oyl 1o b o p5Y (sla Sinlen
o ygy 5 ol jobs ) Sl )8 g Culany 3l 88 daa gl e Lo jgdie (85 52 0gMe odxie YL
ol o dngio ygmendld

(o ©lyie g (198 I (S 5 g odmm Cumdg 2929l )5S S0 bl pogad e AB L bLS) 3 el b 4
S g loglojls bauwgs Wwodly (55laen 0956 o)l )3 b g SLadl 3l gy (515 00839500 (1lsh (5 12 g 9 eisloe 5 U
SV ) 50 2l pelyee A3l 5y (S Sl ((owgule) Sllas iyl 4S5 JLlow Blaal (s 1y o il o o e
43 s 15yl oMbl dmals 3955 oo Jlacl olS3l5 ojlsl b g ¥ Lyl Ml llss (398 VoY iy ol yy ooxie
ool liw SleMb 48 (Ll 1 5 63 Y+YY Jlo blg) 13 48 (ol B35 oo pla8] ol (slaciadlas o cyalgh (53 49
ol Sl VY] ey s VWY ol e jeome o ledl g lnodls ogl (5,glmes plox] b s 48 10,5
cnl sl (pSere g 5] agrlae e aiger b (VoYY s S 9 (550 lyge) Niise s93 1y 0S5
905 Bl b3 2y 4]y Loy

Do el Jl pSopa b 3l amd 93 )3 1) jemendlsy (S 5 K e oS Aol oae VL L)
Gt e el )l 3l &S ol abliangs g silwodly U1 ol slatlaie slacSin (B ) ol 0315 dnsg (o giae
el S pogad w3 petene (AL (ol

o) clacin 5 350 €SS gl i Bl 5 jpomandls oS 3 olacKin 5o o S ol odocie YL Lo
(glilaie (o pizmen g olnl g drsgy Sly9dS )3 3l sogad o (AB & Cand ol il 5 4y 5 (530)
)l osildl g i jd aaileyd ojex 10 oS pl Lojls deldl lioren g canl 0ald plil 1) (6 yatins g 0 pinS iloladl (U]
o )3 (oguan Ghon (glacs)glid o (VoY0 (5o 5 L,S)G 0 sygkd (ogad 1o iz L el (4)bw S iz gil
Mgzig alo ;I cilaio oyl e collss Claies wde gl wadlS g (Y (el aklo izen 5 (Y+VY () Sl

. The Washington Institute for Near East Policy

. The Begin—Sadat Center for Strategic Studies (BESA Center)
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